Damage Assessment Checklist
	Purpose:
	This form is to be used by the Damage Assessment Team to assess the damage of the building and its contents, data center, environmental controls, and computer room contents.  It provides the estimated recovery time and the equipment that may be salvaged or repaired.  This form may be used to notify the ICS Recovery Team of the assessment, and coordinate equipment salvage where possible.


NO TEAM SHALL ENTER A DISASTER AREA UNTIL EMERGENCY PERSONNEL GIVE PERMISSION.
	Assess the requirement for hiring physical security to minimize possible injury, to discourage unauthorized persons from entering the facility, and to eliminate the potential for vandalism to the organization’s assets.



	Name(s):


	Date:  
	Time:  


The purpose of the checklist below is to guide a damage review and assessment of the organization’s facilities, the network, and/or the data center facilities following a disaster.  In using the checklist, the Damage Assessment Team must consider: 
· The  safety of the area for employees to work.
· The percent of normal capacity the equipment is able to function.
· Actions to be taken to recover or repair damaged equipment.
· Timeframes for repair or replacement of the damaged equipment.
	Building

	
	 FORMCHECKBOX 
 Exterior
	Description of Damage:


	
	 FORMCHECKBOX 
 Interior
	Description of Damage:



	Office contents

	
	 FORMCHECKBOX 
  Work Stations
	Description of Damage:



	
	 FORMCHECKBOX 
  PCs
	Description of Damage:



	
	 FORMCHECKBOX 
  Phones
	Description of Damage:




	Data Center

	
	 FORMCHECKBOX 
  Walls
	Description of Damage:


	
	 FORMCHECKBOX 
  Ceiling
	Description of Damage:


	
	 FORMCHECKBOX 
  Floor
	Description of Damage:



	Environmental Controls

	Electrical
	 FORMCHECKBOX 
  Universal Power Source
	Description of Damage:



	
	 FORMCHECKBOX 
  Transformers
	Description of Damage:



	
	 FORMCHECKBOX 
  Emergency Power Supply
	Description of Damage:




	Environmental Controls

	Heating, Ventilation, & Air Conditioning (HVAC)
	 FORMCHECKBOX 
  Air Handling
	Description of Damage:



	
	 FORMCHECKBOX 
  Air Conditioning
	Description of Damage:



	
	 FORMCHECKBOX 
  Water Supply
	Description of Damage:



	Fire Suppression
	 FORMCHECKBOX 
  Halon
	Description of Damage:



	
	 FORMCHECKBOX 
  CO2
	Description of Damage:



	
	 FORMCHECKBOX 
  Water
	Description of Damage:




	Computer Room Contents

	Equipment
	 FORMCHECKBOX 
  Servers
	Description of Damage:



	
	 FORMCHECKBOX 
  External Disk Drives
	Description of Damage:



	
	 FORMCHECKBOX 
  Tape Backups
	Description of Damage:



	
	 FORMCHECKBOX 
  Network Cabling
	Description of Damage:



	
	 FORMCHECKBOX 
  Communications
	Description of Damage:



	
	 FORMCHECKBOX 
  Terminals
	Description of Damage:



	
	 FORMCHECKBOX 
  Equipment
	Description of Damage:



	
	 FORMCHECKBOX 
  Magnetic Tape Media
	Description of Damage:



	
	 FORMCHECKBOX 
  Spare Parts
	Description of Damage:




	ESTIMATED RECOVERY TIME


Based upon the damage assessment, determine the estimated recovery time based upon the following guidelines.

 

 FORMCHECKBOX 

Non-Disaster:  Minimal damage to the facility and/or equipment.  Estimated time to complete repairs is less than 72 hours.

 

 FORMCHECKBOX 

Disaster:  Moderate damage to the facility and/or equipment.  Estimated time to complete repairs is between 72 hours to 7 business days.

 

 FORMCHECKBOX 

Catastrophe:  Extensive damage to the facility and/or equipment.  Estimated time to complete repairs is greater than 7 business days.

	Name(s):

	Date:  
	Time:  


	SALVAGE AND REPAIR


Identify equipment, documentation, or spare parts that are immediately salvageable or needing repair.

	Item
	Salvage
	Repair
	Location
	Repair Needed
	Item Sent To
	Date Sent
	Date Returned
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	Name(s):


	Date:  
	Time:  


	VERBAL NOTIFICATION


Verbally notify the  Business Continuity Team of the conducted survey, damage assessment, estimated recovery time, and damaged and potentially salvageable equipment.

	Name(s):


	Date:  
	Time:  


	EQUIPMENT MOVEMENT


If emergency mode operations will take place at a recovery site, the following, salvageable equipment should be transported to the alternative site.

	Equipment
	Description
	Contractors to Move Equipment
	Estimated Cost of Move
	Date to be Moved

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Name(s):


	Date:  
	Time:  


The IT Recovery Team and Damage Assessment Team should coordinate with vendors and suppliers to restore or replace salvageable equipment.  They should assist in the clean up of the disaster area to permit eventual renovation and/or reconstruction.  

